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Privacy Amplification

Extract secret key from shared random string

Alice
f−→

Bob
f−→

Apply suitable random “hash” function f to long blocks of shared bits
+ Completely random n → m bit functions
+ 2-universal hash functions, e.g. linear

Three approaches to quantum privacy amplification

1 Apply classical methods to the quantum case
2 Recast as private state distillation
3 Appeal to the uncertainty principle
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Privacy Amplification

Extract secret key from shared random string

Alice
f−→

Bob
f−→

Apply suitable random “hash” function f to long blocks of shared bits
+ Completely random n → m bit functions
+ 2-universal hash functions, e.g. linear

Three approaches to quantum privacy amplification

1 Apply classical methods to the quantum case
2 Recast as private state distillation
3 Appeal to the uncertainty principle
These are really all the same!

Uncertainty principle connects the various approaches.
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Classical approach: H(Z|E) = 1

Goal: create a perfect key

κABE =
( 1

2

∑
k |kk〉AB〈kk|

)
⊗ ρE

Eve’s entropy of key: H(Z) = 1

Start with state

ρABE = 1
2

∑
k Pkk

AB ⊗ ρk
E,

Pkk
AB = |kk〉AB〈kk|

Apply f : {0, 1}n → {0, 1}m:

ρ̂ABE = 1
2m

∑
k P f(k),f(k)

AB ⊗ ρ̂ f(k)
E ,

ρ̂
j
E = 1

2n−m

∑
k|f(k)=j ρ

j
E

Operator Chernoff bound: ρ̂j
E ≈ ρ̂E

Eve’s state indep. of key ⇒ ρ̂
(n)
ABE ≈ κABE

Asymptotic key rate

r = 1 − I(A:E) = 1 − χ({1/2, ρk
E})
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Uncertainty Principle

Entropic form

For qubit system H(X) + H(Z) ≥ 1 for X and Z measurements
+ Note this is state independent

Idea for key distillation:

+ Instead of arguing that H(Z) = 1, focus on the H(X) term
+ If key ≈ |+〉, then Z measurement unknown.
à Distill |+〉

But key has two halves. . . ?

+ Bob should be able to predict Alice’s (hypothetical) X mmt.
+ Modify to: H(Z|E) + H(X|B) ≥ 1.
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Private States: Purification of κABE

Private state γABSE has form
1√
2

∑
k|kk〉ABVk

S |ξ〉SE = UABS|Φ〉AB|ξ〉SE

+ Unitaries Vk
S and state |ξ〉SE arbitrary

+ |Φ〉AB maximally entangled

Twisting operator: UABS =
∑

j,k Pj,k
AB ⊗ Vj,k

S

Shield owned by AB, but not part of key

Shield deflects AB correlations from E

Shield
Eve

Alice

Bob

H(Z|E) = 1: γABSE a private state iff:

1 pj,k = Tr[γABSE Pj,k
AB] = 1

2 δj,k,

2 γ
j
E = γk

E for all j, k,

where γk
E = 2 〈k, k|γABE |k, k〉AB.

H(X|B) = 0: γABSE a private state iff:

1 pj,k = Tr[γABSE Pj,k
AB] = 1

2 δj,k

2 σ
j
BS σk

BS = 0 for all j 6= k,

where σx
BS = 2 〈x̃|γABS |x̃〉A

Two characterizations related by uncertainty principle!
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Private State Distillation: H(X|B) = 0

+ Start with |ψ〉ABSE = 1√
2

∑
k |kk〉AB

∣∣ϕk
〉

SE (purification of ρABE)

* Bob has incomplete info: χ({ 1
2 , σ

x
BS}) < 1

* Simple distillation idea: Alice narrows possible x by public
announcement so Bob can distinguish remaining σx

BS.
* ≈ Classical comm. over quantum channel ⇒ use HSW theorem

* Pretend Alice measures XA on |ψ〉⊗n
ABSE and then computes

n[1 − χ] random parities
* Bob can reliably distinguish between the remaining 2nχ

possibilities. Result is a private state.

* Parities correspond to Xu for some random strings u.
Key given by Zv for v’s such that v·u = 0 for all u

* Just as well measure Z individually and reconstruct key as Zv

* Resulting rate = χ({ 1
2 , σ

x
BS}) = 1−I(A:E)
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