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Goals & Outline

| Improve Security of QKD Protocols

| Investigate Limits of Quantum Cryptography
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Goals & Outline

| Improve Security of QKD Protocols

| Investigate Limits of Quantum Cryptography

1. General Prepare & Measure Schemes
a. Con r mation Protocols
b. Repudiation Protocols
2. Use of Equiangular Spherical Codes
a. Simpli ed Estimate of Channel Noise (Eve's Info)
b. Adapts to Varying Noise
3. Examples
a. Qubit Repudiation Protocols
b. Random Con r mation Protocols
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‘General P & M Schemes

Classical @ Channel

Quantum % Channel

Though spatially separated, Alice and Bob can make use
of an insecure quantum channel and an authenticated, un-
jJammable classical broadcast channel to create a shared se-
cret key.
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General P & M Schemes

1. Alice sends one of a set of signalsj ;i to Bob.

QCMC 2004 - p.3/10



General P & M Schemes
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1. Alice sends one of a set of signalsj ;i to Bob.

2. Bob measures the signal, obtaining an outcome Ey.
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3. Bob publicly acknowledges receipt of the signal.



General P & M Schemes
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1. Alice sends one of a set of signalsj ;i to Bob.
2. Bob measures the signal, obtaining an outcome Ey.
3. Bob publicly acknowledges receipt of the signal.

4. Alice publicly reveals some info about the signal.
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General P & M Schemes

1. Alice sends one of a set of signalsj ;i to Bob.

2. Bob measures the signal, obtaining an outcome Ey.
3. Bob publicly acknowledges receipt of the signal.

4. Alice publicly reveals some info about the signal.

5. Both Alice and Bob compute the key.
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Security

If the action of the quantum channel is described by Q, then
properties of the distribution

p(; K) = TrEkQQ j1)]

determine the size of the shared secret key Alice and Bob
may create.
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Security

If the action of the quantum channel is described by Q, then
properties of the distribution

p(; K) = TrEkQQ j1)]

determine the size of the shared secret key Alice and Bob
may create.

| Focus on the effect of different signals and measurements

| Limit to a simple model of eavesdropping:
Intercept/Resend
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Measurement

Given a set of signals, there are two broad methods Bob
can use to construct his measurement.

QCMC 2004 - p.5/10



Measurement

Given a set of signals, there are two broad methods Bob
can use to construct his measurement.

| Verify or confirm the signal:

Ej/ jjih jj

QCMC 2004 - p.5/10



Measurement
Given a set of signals, there are two broad methods Bob
can use to construct his measurement.
| Verify or confirm the signal:
Ej / jjih jj
| Reject or repudiate some of the signals:

supp(E ;) ? spanf] 12 ;g

QCMC 2004 - p.5/10



Measurement

Given a set of signals, there are two broad methods Bob
can use to construct his measurement.

| Verify or confirm the signal:
Ej / jjih jj
| Reject or repudiate some of the signals:
supp(E ;) ? spanf] 12 ;g

The measurement determines the type of protocol:

or repudiation.
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Signals: ESC

An ESC is a set of n vectorsj ;i 2 CY such that

jh jj kij2: d(nn dl) 8] 6 k
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Signals: ESC

An ESC is a set of n vectorsj ;i 2 CY such that

jh jj kij2: d(nn dl) 8] 6 k

P ...
k%l jih =1

Alice tells Bob n 2
signals she did not send

Bob aborts if his guess Is
In this set
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Signals: ESC

An ESC is a set of n vectorsj ;i 2 CY such that

jh jj 2= 2% 8] 6k

d(n 1)
Repudiation
P . . . P
RIUNIES B
Alice tells Bob n 2 AlicetellsBobt n m 1
signals she did not send signals she did not send
Bob aborts if his guess is Bob aborts if his guess is
In this set In this set
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Advantages of ESC QKD

| Eve's information about the key can be determined from
the protocol success rate.

| Protocol can be made to adapt to changing noise.
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the protocol success rate.

I Bob's abort rate depends on noise.

I No need to sacri®e potential key bits.

Protocol can be made to adapt to changing noise.
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Advantages of ESC QKD

Eve's information about the key can be determined from
the protocol success rate.

I Bob's abort rate depends on noise.
I No need to sacri®e potential key bits.
Protocol can be made to adapt to changing noise.

I Protocol determines error rate easily.

I Alice can vary s=t depending on noise estimate.
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Protocols

Confirmation Codes for Qubits Confirmation Codes: d=3
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| ESCs more secure, but slower

| Frame potential minimizers make secure protocols

| n = d? most secure of all
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Repudiation Protocols

| Easy for qubits — simply invert Bloch vector
| Alice tells Bob n 1 states she didn't send

| Relative position of outcomes is the key bit

X X
Key Bit=0 Key Bit=1
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Repudiation Protocols: Security

Modify intercept/resend attack to include Bob's

measurement operators

Also consider a “gentle” form of the IR attack: break up the "do
nothing" measurement operator and distribute over the rest

Maximum secure depolarizing rates:

BB84 Trine Six-state | Tetrahedron
Normal IR 17.1 20.4 22.7 26.7
Gentle IR 15.3 16.6 21.0 22.6
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